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On the Road

Whole-Body Scans Pass First Airport Tests 

By JOE SHARKEY
IN a shift, the Transportation Security Administration plans to replace the walk-through metal detectors at airport checkpoints with whole-body imaging machines — the kind that provide an image of the naked body.

Initially, the machines were supposed to be used only on passengers who set off the metal detectors, to provide them with an option to the customary secondary physical pat-downs and inspections by electronic wand.

But Robin Kane, the agency’s acting chief technology officer, said that the initial results from pilot tests at some checkpoints at 19 airports in the United States had been so good that the idea of using the machines as the standard checkpoint detectors made sense. Those results included, he said, positive feedback from passengers. 

The plan now is that all passengers will “go through the whole-body imager instead of the walk-through metal detector,” he said.

“We’re just finishing some piloting in six airports in the primary screening position,” he said. Assuming tests continue to be positive, the machines will eventually be used at most domestic airports. 

Still, the use of the equipment has its critics. Bruce Schneier, a security technology consultant, said the body-imaging machines are the equivalent of “a physically invasive strip-search.”

As to the question of additional X-ray exposure, the agency said the machines emit X-ray doses “equivalent to the ambient radiation received in two minutes of airplane flight.”

In interviews, agency officials stressed that the technology remained in a test phase. They said that they expected initial contracts to produce the machines to be awarded this summer and that passengers will start seeing the machines at some checkpoints soon afterward. They had no timetable for when the machines would be installed at most airports.

The machines will cost about $100,000 to $170,000 each, depending on the model. They are being developed by the agency as part of an ambitious technology initiative, which also includes advanced X-ray systems for inspecting carry-on bags for weapons and other contraband.

That new X-ray technology may be capable of electronically identifying explosive chemicals, allowing the agency to drop the much-disliked rule that restricts passengers to carrying on liquids or gels solely in containers holding 3.4 ounces or less, packed in a single quart-size zip-top plastic bag.

Passengers undoubtedly would welcome that advance. It is far less clear what the reaction will be once people realize they will be asked to pose in a machine that transmits a naked body image to a screener who, the agency says, is in a “remote location” and “unable to associate the image with the passenger being screened.”

In the airports where the whole-body imaging machines are being tested, less than 2 percent of passengers presented with the option of using them are choosing not to, Mr. Kane said.

The development of these machines has been widely known for years. But until now it was assumed that the machines would be used only as an option for the relatively small number of passengers chosen for secondary inspections. The machines’ excellent performance changed the agenda, Mr. Kane said.

“My first reaction is that it will slow down the lines,” Mr. Schneier, the security technology consultant and a longtime agency critic, said Monday.

“It’s almost like an M.R.I. scan,” he said. “You stand there and hear the machine whirr around you for a few seconds and it’s done. But that’s still a lot longer than walking through the arch and seeing if you beep.”

Mr. Kane said that the machines, in tests, have moved people through at about the same rate as the metal detectors.

“It’s very, very quick; the scan is about two seconds,” said Sterling Payne, an agency spokeswoman. “They’ll tell you the position to stand in, there’s the quick scan, and then you step out of the machine and wait for the resolution, which happens in a separate room in another part of the checkpoint.” 

Or as Domenic Bianchini, the agency’s acting general manager for passenger screening, described it: “It looks very closely for anomalies. If there’s something on the body that doesn’t look like it should be there, that’s the red flag to the operator.” 

The agency says that the images can be adjusted to distort faces and private body parts. The images, which have been described as photolike, will not be stored, and current machines do not have the capability to do so, Ms. Payne said.

Mr. Schneier said he was not so sure. “How do we know they’re not going to be storing those images?” he asked. “We’re taking their word for it.”

Most Americans Willing to Sacrifice Some Privacy for More Security When Flying

By Matthew Harwood

04/14/2010 - 

The persistent fear of terrorism combined with the failed Christmas day terrorist attack maybe convincing Americans to forgo privacy for security when flying, according to a survey released Tuesday.
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The latest entry in a string of biannual security surveys conducted by Unisys, an security technology company, finds that 65 percent of Americans are seriously concerned about the threat of terrorism. The survey also found that nine out of ten Americans are willing to sacrifice some amount of privacy to ensure their flight doesn't become a terrorist target.

Since the survey's start in the second half of 2007, national security has consistently ranked as Americans top security concern. The only time national security was not the chief security concern was during the first half of 2009 when the economic downturn made Americans more concerned for their financial lives.

The pervasive fear of terrorism, compounded by a Nigerian jihadist's attempt to blow up an airliner bound for Detroit on Christmas, has led Americans to tolerate even more intrusive security practices.

According to the survey, 7 out of ten Americans would provide personal data in advance to increase the safety of their flight, while 57 percent would provide biometric information to verify their identity before boarding a plane.

Sixty-five percent of Americans said they were willing to cooperate with full-body scans at the airport—a screening method civil libertarians criticize as "virtual strip searches." In response to the botched terrorism attack, the Department of Homeland Security has announced it will deploy 1,000 full body scanners at airport checkpoints by the end of 2011.

These numbers track well with a USA Today/Gallup poll conducted three weeks after the failed attack by 23-year-old Umar Farouk Abdulmutallab. In mid-January, 78 percent of Americans polled approved of full body scanners while 67 percent said they felt comfortable submitting to the scan.

"If we asked this question before December, we might have seen a different response," said Patricia Titus, CISO of Unisys Federal Systems.

The poll still shows, however, that Americans are more reluctant to cooperate with full body scans than their counterparts in the United Kingdom and Australia. Ninety percent of U.K. citizens and 70 percent of Australians say they would submit to full body scans.

(In this month's issue of Security Management, Assistant Editor Stephanie Berrong reports on a RAND study that tried to monetize how much privacy's worth to British citizens.)
Some analysts believe Americans' increasing willingness to side with security over privacy is a good thing.

"The finding that an overwhelming number of Americans are willing to submit private information to enjoy safe air travel provides strong evidence that the public's privacy fears may be in decline," said Larry Ponemon, chairman and founder of the Ponemon Institute.

Titus called Americans increasing willingness to trade privacy for security "a positive for our Transportation Security Administration and our border patrol."

Also yesterday, Unisys announced its new Next Generation Airport Passenger Security Solution, which the company described as taking "advantage of the ongoing transition in many countries to biometric electronic passports, or 'e-passports,' which feature embedded biometric data about the traveler within the documents." In the press release, the company refers to its security survey to argue consumers are ready for its biometrically-enhanced security solution.

Unisys Security Index is not, however, limited to national security. The survey also polls Americans on financial security, personal security, and Internet security. Aside from the United States' primary concern over national security, the poll found that Americans next two biggest fears were identity theft and payment card fraud.
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As you may know, the Senate passed the FAA Reauthorization bill last night 93-0. Below is the just released press release. Thank you for all your hard work. We will now turn out attention to the House and Senate Conference to ensure the final language sent to the President reflects our interests. 


Shane
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CONTACT:       Caleb Tiller, +1 703-684-0836, ext. 138, ctiller@nbta.org
Nicole Hayes, +1 703-684-0836, ext. 133, nhayes@nbta.org
NBTA Congratulates the Senate for FAA Reauthorization

Long-Stalled Measure Will Expedite U.S. Air Traffic Control Upgrades
Alexandria, VA (March 23, 2010) -- The National Business Travel Association (NBTA) – the leading association for the business travel industry – today congratulated the U.S. Senate for passing the long-delayed bill to reauthorize the Federation Aviation Administration (FAA). The measure, which would fund an account to expedite the implementation of the Next Generation Air Transportation System (NextGen), has been delayed with 11 passed extensions since the last long-term reauthorization expired in 2007. 

Michael W. McCormick, NBTA President & COO, said, “We are delighted the Senate has finally passed its version of the FAA Reauthorization Act after years of setback. This measure is vital to the modernization of our nation's outdated air traffic control system through the implementation of NextGen, and its passage would move us closer to ensuring the long-term stability and safety of our aviation system." 
In contrast to the House version of the bill passed in May last year, the Senate version does not include a provision to increase airport Passenger Facility Charges nor language related to airline alliances, both of which have been opposed by NBTA. The association is hopeful these issues will not be included in the final version that is sent to President Obama. 

The Senate bill does include provisions establishing a framework of passenger rights to address lengthy tarmac delays. As the measure goes to conference committee, NBTA encourages the conferees to ensure the passenger rights language is included in the final bill.    

McCormick added, “Businesses and their travelers have suffered too long in an antiquated system. NBTA is thankful to Senators Jay Rockefeller and Kay Bailey Hutchinson for pushing this legislation forward. It is imperative to the travel industry and our ailing economy that the House and Senate quickly reach a consensus in conference and send a final bill that supports the business travel industry for the President’s signature.” 

What Is NextGen 4/13/2010
NextGen is an umbrella term for the ongoing, wide-ranging transformation of the United States’ national airspace system (NAS). At its most basic level, NextGen represents an evolution from a ground-based system of air traffic control to a satellite-based system of air traffic management. This evolution is vital to meeting future demand, and avoid to gridlock in the sky and at our nation’s airports.

NextGen will open America’s skies to continued growth and increased safety while reducing aviation’s environmental impact.

These goals will be realized through the development of aviation-specific applications for existing, widely-used technologies such as Global Positioning Satellite (GPS). They will also be realized through the fostering of technological innovation in areas such as weather forecasting, data networking, and digital communications. Hand in hand with state-of-the-art technology will be new airport infrastructure and new procedures, including the shifting of certain decision-making responsibility from the ground to the cockpit. 

When fully implemented, NextGen will safely allow more aircraft to fly more closely together on more direct routes, reducing delays, and providing unprecedented benefits for the environment and the economy through reductions in carbon emissions, fuel consumption, and noise.
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Statement by Secretary Napolitano on Actions by Federal Air Marshals on Board United Flight 663

Release Date: April 8, 2010

For Immediate Release
Office of the Press Secretary
Contact: 202-282-8010

“I commend the Federal Air Marshals on board United Airlines flight 663 last night, who swiftly responded to a potential threat to passenger safety while the plane was in flight. These highly trained individuals took appropriate and immediate action to secure the aircraft and communicate the potential threat to authorities on the ground—ensuring that the flight was met by TSA and law enforcement officials when it landed safely in Denver. I spoke to the Air Marshals this morning, and I expressed my appreciation for their vital service keeping passengers around the world safe from potential threats of terrorism—work that nearly always goes unnoticed. We always treat security-related incidents seriously until verified otherwise, and thankfully this incident posed no actual security threat.”

Background
Since the attempted terrorist attack on Dec. 25, 2009, the Transportation Security Administration has increased deployments of Federal Air Marshals on domestic and international flights, along with many other enhancements to aviation security personnel and technology. The President’s fiscal year 2011 budget request includes $85 million for increased Federal Air Marshals flight coverage.

TSA To Take On All Domestic Carrier Watchlist Matching By June 

By Jay Boehmer 

APRIL 06, 2010 -- The U.S. Transportation Security Administration is on track to assume watchlist matching from all domestic carriers by the end of May, only slightly behind its March 31 domestic implementation target for the Secure Flight passenger prescreening system, according to a U.S. Government Accountability Office report dated April 5 and made public today. 

TSA on Aug. 15, 2009, directed domestic airlines and the travel agencies that support them to begin collecting from passengers full names, dates of birth and gender to kick-start the program that replaces the computer-assisted passenger prescreening system (BTNonline, Aug. 17, 2009). 

TSA initially targeted to take over watchlist matching by the end of March 2010, but GAO this week said TSA had assumed that function for only 39 U.S. carriers on all domestic flights. It partially assumed watchlist matching with another 11 carriers and remains in the testing phase with the remaining 19. The report did not identify the carriers, but GAO said, "TSA plans to complete assumption of the watchlist-matching function from air carriers for all domestic flights in May 2010." 

The Secure Flight program also calls for TSA to assume watchlist matching from foreign carriers, and the agency already is working with 19 airlines outside the United States to do so. Five of those carriers are fully functional within the program, and an additional 14 are testing, GAO reported. TSA plans to take on the watchlist matching function for U.S. and foreign carriers "for all international flights departing to and from the United States by December 2010, assuming the air carriers make the necessary system changes as required to be compliant with the Secure Flight final rule," GAO said in the report. 

"To date, TSA has not experienced any unexpected challenges with aircraft operators currently testing with Secure Flight that would necessitate an extension to the schedule, according to program officials," GAO reported. 

Secretary Napolitano Announces New Measures to Strengthen Aviation Security

Press Release

April 2, 2010
Contact:
DHS Press Office
(202) 282-8010

Commends Release of Administration’s Surface Transportation Security Priority Assessment
  Click here to read questions and answers about "TSA Guidance for Passengers on New Security Measures for International Flights to the U.S."

WASHINGTON — Department of Homeland Security (DHS) Secretary Janet Napolitano today announced that the Transportation Security Administration (TSA) will begin implementing new enhanced security measures for all air carriers with international flights to the United States to strengthen the safety and security of all passengers—superseding the emergency measures put in place immediately following the attempted terrorist attack on Dec. 25, 2009.

These new, more flexible security protocols—tailored to reflect the most current information available to the U.S. government—will apply to all passengers traveling to the United States.

“These new measures utilize real-time, threat-based intelligence along with multiple, random layers of security, both seen and unseen, to more effectively mitigate evolving terrorist threats,” said Secretary Napolitano. “The terrorist threat to global aviation is a shared challenge and ensuring aviation security is a shared responsibility. I commend our many partners around the world who have taken steps to increase their own security measures through deployment of new technology, enhanced information sharing and stronger standards to keep air travel safe.”

These new, enhanced measures are part of a dynamic, threat-based aviation security system covering all passengers traveling by air to the United States while focusing security measures in a more effective and efficient manner to ensure the safety and security of the traveling public. Passengers traveling to the United States from international destinations may notice enhanced security and random screening measures throughout the passenger check-in and boarding process, including the use of explosives trace detection, advanced imaging technology, canine teams, or pat downs, among other security measures.

Secretary Napolitano, in conjunction with the United Nations specialized agency International Civil Aviation Organization, has been leading a global initiative to strengthen the international aviation system against the evolving threats posed by terrorists, working in multilateral and bilateral contexts with governments as well as industry. Over the past three months, Secretary Napolitano has participated in regional aviation security summits around the world in Spain, Mexico and Tokyo, forging historic agreements with her international colleagues to strengthen the civil aviation system through enhanced information collection and sharing, cooperation on technological development and modernized aviation security standards.

Secretary Napolitano also commended today’s release of the Surface Transportation Security Priority Assessment as another important step in efforts to protect the nation’s traveling public from acts of terrorism—conducted by the Obama administration in its first year as a thorough review of the nation’s surface transportation security efforts, which cover mass transit, commuter and long-distance passenger rail, freight rail, commercial vehicles and pipelines.

The Assessment was developed through engagement with federal, state, local and tribal government partners as well as the private sector, provides a comprehensive framework of recommendations to enhance surface transportation security.

The Assessment reflects the Obama administration’s commitment to coordinating surface transportation security efforts among all government partners and the private sector to enhance security; reduce risk; improve the efficiency and effectiveness of federal security capabilities; strengthen interactive stakeholder partnerships; and streamline security management coordination to protect Americans from threats of terrorism. It provides a comprehensive framework for the continued improvement of surface transportation security and identifies discrete areas of focus for the institution of changes that will make the nation safer.

The Surface Transportation Security Priority Assessment is available here. For more information, visit www.dhs.gov.
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TSA Week at a Glance: 01/25/10 to 01/31/10

· 5 artfully concealed prohibited item found at checkpoints 

· 17 firearms found at checkpoints 

· 21 passengers were arrested after investigations of suspicious behavior or fraudulent travel documents 

TSA Week at a Glance: 04/05/10 to 04/11/10

· 3 artfully concealed prohibited items found at checkpoints

· 24 firearms found at checkpoints

· 4 passengers were arrested after investigations of suspicious behavior or fraudulent travel documents

MBTA Information


NBTA PAC UPDATE
Some of NBTA Specific Goals include:


Become the principal resource for legislators and policy makers, 
providing information 
resources and experts for business travel issues


Become an effective voice with elected officials on the local state and national level.


Expand membership and influence


Develop Industry benchmarks and Standards

In order to meet the above outlined goals NBTA has developed a program called  “chapter challenge”

2010 Chapter Challenge

· Chapter appoints a person to be the Government Relations liaison 

· 50% of membership sends a communication to one of their elected officials 

· Invite an elected official to speak at a chapter meeting or host an NBTA Government relations focused meeting 

· Chapter sends a letter to their Representative or Senator endorsing an NBTA endorsed bill or vote  

· Raise 1000.00 in PAC contributions regardless of Chapter size 

Check: should make the check out to NBTAPAC  

Cash

Fun Stuff
Nothing to report

Resources/Quoted and reviewed for this report:
Aircraft Owners & Pilots Association: www.aopa.org
Department of homeland Security: www.dhs.gov/dhspublic
White House Security: www.whitehouse.gov/infocus/homeland
Transportation Security Admin: http: www.tsa.gov/public/
Michigan Legislature: www.legislature.mi.gov
Security & Document World: www.securitydocumentworld.com
ATW Daily news: www.atwonline.com
Business travel news: www.btnmag.com
Bloomberg News: http://www.bloomberg.com
Government Computer news: www.gcn.com
LOL News letter: www.int.iol.co.za
Smart Skies: www.smartskies.org
Air Transport Association: www.airlines.org
Airport funding Web site: www.aopa.org/faafundingdebate
Fun Stories about Travel: www.onlinetravelreview.com\
Flo Corporation:  http://www.flocard.com/about/how_flo_works.htm.
NBTA: http://www.nbta.org/
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